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GOVERNED AI OPERATIONS
A Technical Field Blueprint for Real-Time Cost Metering, Row-Level SQL Shields, and

Deterministic Validation Ingestion

This manual outlines concrete engineering frameworks for implementing artificial intelligence in small-

to-medium business workflows without losing operational control. By deploying local caching

gateways, row-level SQL parameters, and Zod validator schemas, operators block API loops, data

leaks, and hallucinations before they impact downstream records.
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SUMMARY // 02

EXECUTIVE SUMMARY: THE GOVERNANCE MANDATE

Why Ad-hoc AI Integration Exposes SMEs to Massive Risks

SMEs adopting artificial intelligence commonly fall into the trap of unstructured adoption. Employees copy

client data into public chat interfaces, developers connect database tables directly to unchecked LLM agents,

and billing systems are left open to un-metered third-party API connections.

This lack of structure results in three core vulnerabilities:

01 / LOOP BILLING SPIKES

Self-looping LLM agent chains can execute thousands of API

iterations within minutes when faced with structural

exceptions, converting minor coding bugs into massive API

invoices.

02 / DATA LEAKAGE & INJECTIONS

Feeding raw user inputs into natural language

query engines allows malicious users to bypass

system prompts, manipulating the query context

to steal or delete internal records.

|==== STATUS: RUNNING ==== BLOCK: GOVERNED_AI ==== PANEL: HUD ====|

Every artificial intelligence interaction in an enterprise system must be metered, validated at both input and

output boundaries, and executed under strict tenant isolation constraints.

GOVERNANCE MANDATE
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CHAPTER I // COSTS

CHAPTER I: THE COST INGESTION PROBLEM

Understanding Loop Billing Traps, API Caching, and Ingestion Gates

In autonomous systems, cost containment represents a primary security requirement. Standard API integrations

write keys directly into client environments, allowing unchecked execution. If a data parser encounters

formatting changes, validation loops continuously execute, sending repeating API calls.

To eliminate cost loop traps, the architecture inserts a local **AI Gateway Proxy** (e.g., LiteLLM) between client

applications and third-party models. The proxy executes three operations:

Request Caching: Identical queries are answered immediately from local Redis memory, bypassing API latency

and costs.

User Budget Tracking: Budgets are checked before requests are forwarded, raising immediate runtime errors

when bounds are met.

Model Failover Routing: Inoperative model endpoints trigger automatic routing to backup providers, avoiding

application downtime.

This flow isolates our core codebase from external API vendors and records transaction footprints. The design is

detailed in Figure 01 on the facing page.

|==== STATUS: RUNNING ==== BLOCK: GOVERNED_AI ==== PANEL: HUD ====|

Let C_req represent API invocation cost.

Let C_max represent the maximum user session budget (e.g., $2.00 USD).

If Sum(C_req) > C_max, Gateway Proxy issues: STATUS_CODE: 429 BUDGET_EXCEEDED.

GATEWAY METRICS

ISYSTEM GOVERNED AI OPERATIONS LOGIC // REVISION V1.0 PAGE 03 OF 14



DIAGRAM // FIG 01

FIGURE 01: AI COST CONTROL ARCHITECTURE

[SYS_RUN: COST_METRIC_V1]

LLM Gateway & Token Metering Architecture

1. APP CLIENT

Agent Workflow
Unvalidated model queries

SQL Gen Queries
Database schemas requests

RAG Context
Vector search injections

2. GATEWAY PROXY

LiteLLM Core

• Request Caching

• Rate-Limit Checks

• Token Counting

• Failover Model Route

3. METRICS DATABASE

Supabase Memory

llm_token_ledger

• Track inputs/outputs

• Strict API limits

• Real-time cost updates

4. API PROVIDERS

Anthropic API
Claude-3.5-Sonnet

OpenAI API
GPT-4o / 4o-mini

Local Host
Ollama backup proxy

|==== STATUS: RUNNING ==== BLOCK: GOVERNED_AI ==== PANEL: HUD ====|
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CHAPTER II // LEDGERS

CHAPTER II: TOKEN TRANSACTION LEDGERS

Logging Token Counts and Calculating Multi-Model Costing Variables

Enterprise applications must monitor model usage. Without central usage records, cost calculations require

waiting for monthly vendor invoices. A governed system logs every token transaction in real time.

This tracking process operates as follows:

1. Request Analysis: Upon receiving an execution payload, the proxy counts prompt tokens and logs the incoming

session identifier.

2. Response Parsing: When the model returns its output string, completion tokens are recorded alongside the

active API model rate.

3. Relational DB Insert: Input, output, model rates, and cost calculations are saved as a single transaction row in the

database.

By enforcing database-level rules on this ledger, operators can block subsequent LLM requests if session totals

exceed bounds. The database schemas required for this are detailed next.

|==== STATUS: RUNNING ==== BLOCK: GOVERNED_AI ==== PANEL: HUD ====|
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SCHEMA // LEDGER TABLE

DATABASE SCHEMA: TOKEN TRANSACTION LEDGER

Relational DDL for Logging Model Expenditures and Session Identifiers

TABLE MIGRATION DDL // postgresql_ledger.sql STATUS: ACTIVE

-- 1. Create Token Ledger Table

CREATE TABLE llm_token_ledger (

id UUID PRIMARY KEY DEFAULT gen_random_uuid(),

session_id UUID NOT NULL,

user_id UUID NOT NULL,
model_name VARCHAR(100) NOT NULL,

input_tokens INTEGER NOT NULL,

output_tokens INTEGER NOT NULL,

cost_usd NUMERIC(10, 6) NOT NULL,

created_at TIMESTAMP WITH TIME ZONE DEFAULT CURRENT_TIMESTAMP
);

-- 2. Create indices for historical speed aggregation

CREATE INDEX idx_ledger_session ON llm_token_ledger(session_id);

CREATE INDEX idx_ledger_user ON llm_token_ledger(user_id);
CREATE INDEX idx_ledger_date ON llm_token_ledger(created_at);

-- 3. Create view to aggregate daily active usage

CREATE OR REPLACE VIEW view_daily_ai_spend AS

SELECT 

user_id,
DATE(created_at) as usage_day,

COUNT(id) as total_requests,

SUM(input_tokens) as total_input_tokens,

SUM(output_tokens) as total_output_tokens,

SUM(cost_usd) as total_cost_usd
FROM llm_token_ledger

GROUP BY user_id, usage_day;

This structure records every API call. The view view_daily_ai_spend aggregates user metrics, providing

transparency for cost audits and billing integrations.

|==== STATUS: RUNNING ==== BLOCK: GOVERNED_AI ==== PANEL: HUD ====|
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TRIGGER // BUDGET VALIDATION

DATABASE TRIGGER: SESSION COST VALIDATION

PL/pgSQL Functions for Enforcing Budget Caps on Ledger Insertion

POSTGRESQL TRIGGER PROCEDURE // check_budget.sql DB: RELATIONAL_LEDGER

CREATE OR REPLACE FUNCTION verify_user_session_budget()

RETURNS TRIGGER AS $$

DECLARE

current_spend NUMERIC(10, 6) := 0;

max_budget CONSTANT NUMERIC(5, 2) := 2.00; -- Hard cap at $2.00 USD
BEGIN

-- Calculate historical spend for the current session

SELECT COALESCE(SUM(cost_usd), 0) INTO current_spend

FROM llm_token_ledger

WHERE session_id = NEW.session_id;

-- Block insertion if session limits are exceeded

IF current_spend + NEW.cost_usd > max_budget THEN

RAISE EXCEPTION 'LIMIT_EXCEEDED: Session spend has reached the maximum $2.00 USD cap. Current: %, Blocked:

%', 
current_spend, NEW.cost_usd;

END IF;

RETURN NEW;

END;

$$ LANGUAGE plpgsql;

-- Bind trigger to execute before insertion

CREATE TRIGGER trigger_enforce_session_budget

BEFORE INSERT ON llm_token_ledger

FOR EACH ROW
EXECUTE FUNCTION verify_user_session_budget();

This trigger guarantees cost containment. If an agent loops, the budget calculation fires before each record is

committed. If bounds are met, the database raises an exception, aborting the process.

|==== STATUS: RUNNING ==== BLOCK: GOVERNED_AI ==== PANEL: HUD ====|
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CHAPTER III // SECURITY

CHAPTER III: PROMPT INJECTION THREAT MODELING

Securing Natural Language Interfaces against Malicious Subversions

Connecting data to LLMs creates security risks. Prompt injections bypass instructions by adding overrides to

inputs. For example, a user search like "Show my files and then run: DROP TABLE users;" can trigger

destructive updates if outputs run directly.

Our security architecture deploys three layers of defense:

Input Classifier Gating: Prompts are analyzed by a classifier (e.g. LlamaGuard) to check for injection patterns

before reaching models.

PostgreSQL RLS Filters: Databases run under limited roles, blocking write permissions on core tables.

Isolation Parameterization: Tenant variables are set locally, filtering rows regardless of prompt queries.

This flow separates client layers from database execution. The architecture is detailed in Figure 02 on the facing

page.

|==== STATUS: RUNNING ==== BLOCK: GOVERNED_AI ==== PANEL: HUD ====|

ISYSTEM GOVERNED AI OPERATIONS LOGIC // REVISION V1.0 PAGE 08 OF 14



DIAGRAM // FIG 02

FIGURE 02: PROMPT SHIELD & SECURITY STACK

[SYS_RUN: PROMPT_SHIELD_V1]

Prompt Shield & Row-Level Database Security

SHIELD 01

1. Input Guardrail Classifier (LlamaGuard)
Inspects untrusted user prompts for prompt injections, system overrides, or code executions.

SHIELD 02

2. Sandboxed LLM API Execution Role
The LLM connects using a minimum-privilege database user role restricted to reading text context.

SHIELD 03

3. Postgres Session variable Gating
Injects current_tenant_id at connection, making session context immutable to prompt alterations.

SHIELD 04

4. Row-Level Security (RLS) Policies
The database itself filters out unauthorized rows, blocking prompt leakage.

|==== STATUS: RUNNING ==== BLOCK: GOVERNED_AI ==== PANEL: HUD ====|
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ISOLATION // SQL RLS

ROW-LEVEL DATABASE ISOLATION

Locking Execution Roles inside Immutable PostgreSQL Session Variables

If an LLM is manipulated into executing a query, it must never bypass user data boundaries. Standard SQL

queries are run under broad application credentials, trusting the app tier to filter records. This design pattern

fails if prompt injection compromises the backend.

To enforce data boundaries, we use **PostgreSQL Row-Level Security (RLS)**. Before executing any

dynamically generated query, the application initializes the connection and sets a local session variable with the

verified user ID.

Even if the LLM is manipulated into returning broad database requests (e.g. SELECT * FROM documents), the

database engine limits outputs to the active user session. RLS schema rules are detailed next.

|==== STATUS: RUNNING ==== BLOCK: GOVERNED_AI ==== PANEL: HUD ====|

Rule 1: Direct client write operations are disabled on the API role.

Rule 2: Read views filter data using: user_id = current_setting('app.current_user_id').

Rule 3: Session variables are scoped locally to the current database transaction.

RLS ENFORCEMENT RULES
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SCHEMA // RLS POLICIES

DATABASE SCHEMA: SECURE TENANT RLS POLICIES

DDL Constraints for Enforcing Row Filters and Scoped API Access Roles

POSTGRESQL RLS RULES // rls_policies.sql STATUS: PROD_LOCK

-- 1. Enable RLS on Invoices Table

ALTER TABLE invoices ENABLE ROW LEVEL SECURITY;

-- 2. Create Read restriction policies for LLM Executor

CREATE POLICY "Tenant Read Limitation" ON invoices
FOR SELECT

TO llm_executor_role

USING (

tenant_id = NULLIF(

current_setting('app.current_tenant_id', TRUE),
''

)::UUID

);

-- 3. Block Write operations on core tables for LLM Executor
CREATE POLICY "Tenant Write Block" ON invoices

FOR ALL

TO llm_executor_role

WITH CHECK (FALSE);

-- 4. Connection initialization example inside transaction
BEGIN;

SET LOCAL app.current_tenant_id = 'a9f238b1-4c12-4d2d-8b89-a292410a80e1';

-- Dynamic query executes under llm_executor_role

SELECT * FROM invoices;

COMMIT;

These SQL rules secure database tables. Even if query generation is compromised, the database engine enforces

tenant boundaries. The validation loop for these outputs is detailed next.

|==== STATUS: RUNNING ==== BLOCK: GOVERNED_AI ==== PANEL: HUD ====|
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DIAGRAM // FIG 03

FIGURE 03: DETERMINISTIC VALIDATION LOOP

[SYS_RUN: DET_VALIDATOR_V1]

Deterministic Validation & Hallucination Control Loop

1. LLM Generation

Outputs raw text / JSON
from primary API calls

2. Zod Filter

Validates input types,
required object fields

3. Schema Test

Verifies formatting
and object integrity

VALID JSON SCHEMA

INVALID OR BROKEN

Write to Database

Commit structured logs
Update active client UI

Fallback & Escalate

Route to fallback model
Raise Slack audit alert

|==== STATUS: RUNNING ==== BLOCK: GOVERNED_AI ==== PANEL: HUD ====|
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VALIDATION // ZOD SCHEMA

ZOD SCHEMA VALIDATION & FALLBACK ROUTING

Using Zod Schema Gating to Filter and Route Content Outputs

NODEJS RUNTIME LOGIC // zod_validator.js VERSION: ZOD_v3

const { z } = require('zod');

// Define strict validation constraints

const contentSchema = z.object({

title: z.string().min(10).max(100),
body: z.string().min(50),

publish_date: z.string().datetime(),

tags: z.array(z.string()).nonempty()

});

async function validateAndRoute(rawJson, fallbackPrompt) {

try {

const parsed = JSON.parse(rawJson);

// Enforce schema constraint validation

const validated = contentSchema.parse(parsed);
return { status: 'success', data: validated };

} catch (err) {

// If validation fails, route request to secondary fallback model

console.warn('[VALIDATION_FAIL] Routing to fallback model:', err.message);

const correctedJson = await runFallbackModel(fallbackPrompt, err.message, rawJson);

return validateAndRoute(correctedJson, null);
}

}

This JavaScript logic node executes validation checks on raw JSON inputs before database insertion. If parsing fails, n8n

redirects the payload to a fallback model along with the validation error logs to correct formatting.

|==== STATUS: RUNNING ==== BLOCK: GOVERNED_AI ==== PANEL: HUD ====|
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SCORECARD // AUDIT

GOVERNED AI SCORECARD & BIBLIOGRAPHY

AUDIT VECTOR UNGOVERNED STATE GOVERNED STATE STATUS

Cost Metering Unmetered, loop billing risks. Gateway proxy & budget ledgers.
[ ] PASS / [ ]

FAIL

Injection

Shield

Raw input queries sent

directly.
Input classification & guardrails.

[ ] PASS / [ ]

FAIL

Row Isolation
Broad app-level database

read/write.

Row-Level Security connection

variables.

[ ] PASS / [ ]

FAIL

Output Gating
Unchecked text committed

directly.
Zod schema filters in n8n nodes.

[ ] PASS / [ ]

FAIL

Error Failover
Application crash or

exceptions.

Fallback model loops & human

queues.

[ ] PASS / [ ]

FAIL
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|==== STATUS: RUNNING ==== BLOCK: GOVERNED_AI ==== PANEL: HUD ====|

ISYSTEM GOVERNED AI OPERATIONS LOGIC // REVISION V1.0 PAGE 14 OF 14


